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Risk Oversight: 
Evolving Expectations for Boards
by Parveen P. Gupta and Tim J. Leech

This report discusses evolving expectations for board oversight of management’s risk 
appetite and tolerance and the challenges boards face in meeting them. It also recommends 
steps to implement a board-driven, objective-centric approach to risk governance.1

Following the financial crisis, the regulators and elected 
government officials responsible for ensuring the safety and 
stability of the global capital markets launched a plethora 
of commissions and special inquiries aimed at determining 
why corporate risk management processes had failed. What 
follows is a summary of the findings of those inquiries 
and the resulting recommendations by various groups to 
assess and increase the effectiveness of board oversight of 
risk. We then discuss the challenges boards typically face 
in effectively carrying out their risk oversight duties and 
recommend eight steps for implementing a board-driven, 
objective-centric approach.

Senior Supervisors Group (SSG) One of most comprehen
sive and in-depth evaluations of risk management practices 
was undertaken by the highly influential SSG, a forum 
composed of financial regulators from Canada, France, 
Germany, Japan, Switzerland, the United Kingdom, and the 

United States. The SSG published two reports examining 
how weaknesses in risk management and internal controls 
contributed to industry distress during the financial crisis.2 
In an October 21, 2009, transmittal letter accompanying the 
second report, the SSG highlighted areas of weakness that 
required further work by financial firms:

• 	 the failure of some boards of directors and senior managers 
to establish, measure, and adhere to a level of risk acceptable 
to the firm;

• 	 compensation programs that conflicted with the control 
objectives of the firm;

• 	 inadequate and often fragmented technological infrastructures 
that hindered effective risk identification and measurement; and

• 	 institutional arrangements that conferred status and influence 
on risk takers at the expense of independent risk managers 
and control personnel.
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The conclusions of the SSG led to calls from regulators 
such as the US Federal Reserve and the Financial Stability 
Board (FSB) for a significant increase in the involvement of 
boards of directors in risk governance, and specifically in 
overseeing management’s risk appetite and tolerance.3

The National Association of Corporate Directors (NACD) 
Shortly after the 2008 global financial crisis began, the 
NACD assembled a Blue Ribbon Commission to consider 
the board’s role in risk oversight. The result was a 2009 
report, Risk Governance: Balancing Risk and Return, which 
included six key recommendations. While acknowledging 
that risk oversight objectives may vary from company to 
company, the report recommended that every board be 
certain that:4

1	 the risk appetite implicit in the company’s business	
model, strategy, and execution is appropriate;

2	 the expected risks are commensurate with the 	
expected rewards;

3	 the management has implemented a system to manage, 
monitor, and mitigate risk, and that system is appropriate 
given the company’s business model and strategy;

4	 the risk management system informs the board of the	
major risks facing the company; 

5	 an appropriate culture of risk awareness exists throughout 
the organization; and

6	 there is recognition that management of risk is essential	
to the successful execution of the company’s strategy.

The Conference Board In 2009, The Conference Board 
published a research report to provide guidance to the 
members of The Conference Board Directors’ Institute on 
how to approach their oversight responsibilities. Discussing 
the board’s role in risk management, the report noted:5

It is the responsibility of the corporate board to oversee the 
company’s risk exposure. This duty is inherent in the role 
that boards of directors perform in determining a business 
strategy that generates long-term shareholder value…the 
need for boards to oversee the implementation of a top-
down and enterprise-wide risk management process may 
be inferred from the provisions of the Sarbanes-Oxley Act 
of 2002…as well as the rules included in the new Federal 
Sentencing Guidelines of 2004 promoting the adoption of 
well-functioning and qualifying compliance programs. 

US Securities and Exchange Commission (SEC) In 
response to the recommendations of the SSG, the SEC 
adopted rules requiring enhanced proxy disclosure by all 
US listed public companies. The new rules state that “…
disclosure about the board’s involvement in the oversight 
of the risk management process should provide important 
information to investors about how a company perceives 
the role of its board and the relationship between the 
board and senior management in managing the material 
risks facing the company. This disclosure requirement 
gives companies the flexibility to describe how the board 
administers its risk oversight function, such as through the 
whole board, or through a separate risk committee or the 
audit committee, for example.”6

In a February 2013 statement, SEC Commissioner Luis 
Aguilar stressed the importance of providing robust 
disclosure about board oversight of a company’s risk 
management framework as required under Item 407(h) 
of Regulation S-K:

Given the magnitude of [the financial] crisis…it would be 
difficult to overemphasize the importance that investors 
place on questions of risk management. Has the board set 
limits on the amounts and types of risk that the company 
may incur? How often does the board review the company’s 
risk management policies? Do risk managers have direct 
access to the board? What specific skills or experience in 
managing risk do board members have? Issuers that offer 
boilerplate in lieu of a thoughtful analysis of questions such 
as these have not fully complied with our proxy rules and are 
missing an important opportunity to engage with investors.7

Dodd-Frank Wall Street Reform and Consumer Protection 
Act (Dodd-Frank Act) To improve risk oversight among 
the largest global financial institutions following the 2008 
financial crisis, the US Congress enacted the Dodd-Frank 
Act, which, among other things, requires certain public 
companies subject to Federal Reserve jurisdiction to 
establish a board-level risk committee that is responsible 
for the oversight of a company’s enterprise-wide risk 
management practices.8
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International Corporate Governance Network (ICGN)  
The ICGN, an investor-led organization of governance 
professionals, in 2010 issued the ICGN Corporate Risk 
Oversight Guidelines to help institutional investors assess 
the effectiveness of a company’s board overseeing risk 
management.9 The guidelines rest on three key assumptions: 
(1) risk oversight begins with a company’s board; (2) 
management is responsible for developing and executing 
strategic and operational risk management consistent with 
the strategy set by the board; and (3) shareholders have 
a responsibility to assess and monitor the risk oversight 
effectiveness of the board.10 With regard to corporate risk 
oversight, the ICGN guidelines state that: 

The corporate board has a responsibility to take steps 
to assure that it has a proactive and dynamic approach 
that results in effective oversight of risk management. 
Strategy, risk tolerance, and risk are inseparable and 
should be connected in all discussions in the board…
the board should hold the management accountable 
for developing a strategy that correlates with the risk 
tolerance of the organization. Boards are responsible 
for approving corporate strategy and risk tolerance.11

Financial Stability Board (FSB) The FSB was established to 
coordinate globally the development and implementation of 
regulatory and supervisory policies relating to the financial 
sector. Its members are national authorities responsible for 
financial stability, international standard-setting bodies, 
and central bank experts. On February 12, 2013, the FSB 
released a peer review report, Thematic Review on Risk 
Governance, based on a survey of its 24 member countries, 
that recommended that FSB member countries “should 
strengthen their regulatory and supervisory guidance…to 
assess the effectiveness of risk governance frameworks.”12 
Specifically, the report recommended that boards be held 
accountable for oversight of the firm’s risk governance and 
assess if the level and types of risk information provided to 
the board enable effective discharge of board responsibilities. 
The report stated that, “Boards should satisfy themselves 
that the information they receive from management and 
the control functions is comprehensive, accurate, complete, 
and timely to enable effective decision making on the firm’s 
strategy, risk profile, and emerging risks.13 

The report was followed in July by the release of a consultative 
document, Principles for an Effective Risk Appetite Framework, 
which stated 12 roles and responsibilities of the board with 
respect to the firm’s risk appetite framework (RAF):14 

1	 approve the firm’s RAF, developed in collaboration with the CEO, 
CRO [chief risk officer], and CFO, and ensure it remains consistent 
with the firm’s short- and long-term strategy, business and capital 
plans, risk capacity, and compensation programs;

2	 hold the CEO and other senior management accountable for 
the integrity of the RAF, including the timely identification, 
management, and escalation of breaches in risk limits and of 
material risk exposures;

3	 ensure that annual business plans are in line with the approved 
risk appetite and incentives/disincentives are included in the 
compensation programs to facilitate adherence to risk appetite;

4	 include an assessment of risk appetite in their strategic 
discussions including decisions regarding mergers, acquisitions, 
and growth in business lines or products;

5	 regularly review and monitor actual versus approved risk limits 
(e.g., by business line, legal entity, product, risk category), 
including qualitative measures of conduct risk;

6	 discuss and determine actions to be taken, if any, regarding 
“breaches” in risk limits;

7	 question senior management regarding activities outside the 
board-approved risk appetite statement, if any;

8	 obtain an independent assessment (through internal assessors, 
third parties, or both) of the design and effectiveness of the RAF 
and its alignment with supervisory expectations;

9	 satisfy itself that there are mechanisms in place to ensure senior 
management can act in a timely manner to effectively manage, 
and where necessary mitigate, material adverse risk exposures, 
in particular those that are close to or exceed the approved risk 
appetite statement or risk limits;

10	discuss with supervisors decisions regarding the establishment 
and ongoing monitoring of risk appetite as well as any material 
changes in the elements of the RAF, current risk appetite levels, 
or regulatory expectations regarding risk appetite;

11	ensure adequate resources and expertise are dedicated to 
risk management as well as internal audit in order to provide 
independent assurances to the board and senior management 
that they are operating within the approved RAF, including the 
use of third parties to supplement existing resources where 
appropriate; and

12	ensure risk management is supported by adequate and robust 
IT and MIS [management information system] to enable 
identification, measurement, assessment, and reporting of	
risk in a timely and accurate manner.
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UK Financial Reporting Council (FRC) On November 
6, 2013, the FRC released a consultative draft proposing 
revisions to the UK Governance Code. According to this 
draft, the board’s specific responsibilities in relation to risk 
include:15

• 	 determining the extent to which the company is willing to 
take on risk (its “risk appetite”);

• 	 ensuring that an appropriate risk culture has been instilled 
throughout the organization;

• 	 identifying and evaluating the principal risks to the company’s 
business model and the achievement of its strategic objectives, 
including risks that could threaten its solvency or liquidity;

• 	 agreeing how these risks should be controlled, managed,	
or mitigated;

• 	 ensuring an appropriate risk management and internal control 
system is in place, including a reward system;

• 	 reviewing the risk management and internal control systems	
and satisfying itself that they are functioning effectively and	
that corrective action is being taken where necessary; and

• 	 taking responsibility for external communication on risk 
management and internal control.

The summary of board risk oversight developments noted 
here represents only a fraction of the global movement to 
hold boards more accountable for setting and overseeing 
management’s risk appetite and risk tolerance and related 
supporting frameworks. Despite the rapid escalation of 
expectations, there has been little recognition that even the 
most expert, diligent, and well-meaning boards currently 
face major impediments to faithfully discharging these new 
fiduciary responsibilities.

Barriers to Effective Board Oversight of Risk
Asymmetric information: what boards don’t know can 
hurt them Following the issuance of the 2009 Blue Ribbon 
Commission Report, the NACD, with the support of PwC 
and Gibson Dunn, in 2012 formed a new Advisory Council 
on Risk Oversight to identify and elevate leading risk over
sight practices. The council has four goals:16

1	 Discuss ways the board can get engaged in addressing	
risk areas.

2	 Highlight the practices and processes the board should	
focus on.

3	 Develop more precise definitions of risk oversight practices.

4	 Identify the resources needed to effectively engage in	
those practices.

One challenge for boards identified during the council’s 
deliberations was the risk of asymmetric information—the 
gap between the information known by management and 
the information presented to the board. The Advisory 
Council noted that: 

The role of a director, by nature, is a part-time job. As such, 
directors are reliant upon the executive team to provide 
information necessary to evaluate risks and corporate 
performance. Obviously, management cannot—and should 
not—provide every piece of data to the board. Thus, in selecting 
the information to be presented to directors, gaps can arise 
in what the C-suite is aware of as opposed to the board.

Many believe these gaps have grown larger in recent 
years. “The definition and role of oversight has changed 
in the last five years … [but] management hasn’t realized 
that oversight has changed.” Indeed, the expanding gaps 
may stem from management not fully realizing the new, 
changed board oversight role. While the board has to be 
comfortable with the reality of information asymmetry, 
directors should establish tolerance levels for the level 
of asymmetric risk they are willing to bear, and look 
for signs of when this risk has become too high.17

Difficulty determining “risk appetite” and “risk tolerance” 
Common language around risk is an essential starting 
point for effective enterprise-wide risk management.18 
Building a consensus around what “board oversight of 
management’s risk appetite and tolerance” means in practice 
is an important step toward developing practical how-to 
strategies. Regulators, standard setters, and other influential 
organizations can assist by working together to provide 
clearer, widely agreed upon definitions of risk appetite and 
risk tolerance.

Unfortunately, at least to date, many boards have been 
reluctant to ask the CEO and senior management team 
direct and pointed questions designed to seek meaningful 
information that provides real insight into management’s risk 
appetite and tolerance decision-making. Examples include:

• 	 When making investments in complex financial instruments, 
what specific process is followed to determine your company’s 
tolerance to these financial instruments, the soundness and 
safety of which were premised on the assumption that the US 
real estate market would continue to rise?

• 	 How does the company determine its tolerance for violating	
laws and regulations?

• 	 How does the company determine its tolerance for the risk that 
its employees may be violating the Foreign Corrupt Practices Act 
of 1977?
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• 	 How does the bank decide on tolerance levels to the risk that 
money laundering is occurring?

• 	 What process is used to decide on the company’s appetite	
linked to the risk that the company will need to restate its 
financial statements?

• 	 Which line items in the financial statements and notes have the 
highest probability of being found to be materially misstated? 

• 	 How have we (management and the board) been deciding what 
is the “acceptable” level of employee injuries and fatalities?

• 	 How does the company decide how many seriously dissatisfied 
customers are acceptable? 

• 	 How does the company decide on the acceptable level of risk 
linked to shipping defective, potentially dangerous products?

• 	 Which business objectives key to our long-term success have 
retained risk positions that you consider (a) a little unacceptable? 
(b) somewhat unacceptable or (c) absolutely  unacceptable?

• 	 How much retained risk do we have right now in areas where 
compensation systems could cause generally good employees 
to commit illegal/unethical acts?

Most ERM frameworks provide limited or poor quality 
information on management’s risk appetite/tolerance 
Boards must ensure that their organizations have effective 
risk management frameworks in place to allow them 
to oversee management’s risk appetite and tolerance. 
Unfortunately, much of what is commonly referred to as 
enterprise risk management (ERM) has been implemented 
using a “risk-centric” approach where the focus is on risks 
without equal or greater focus ensuring clear linkage 
to related business objectives. Generally this approach 
involves conducting annual workshops and/or asking 
management via interviews and/or online surveys what they 
view as the firm’s top risks. This annual update generates 
lists of the top 10, 20, or 50 risks along with an action 
plan to address “red rated” risks, risks where the current 
mitigation efforts are considered inadequate. The lists 
are periodically presented to the board, usually annually. 
Risk “heat maps” and risk “traffic lights” are frequently 
used as key communication vehicles.

Unfortunately, our observation is that only a minority of 
risk management frameworks in use today require formal 
risk assessments of the organization’s top strategic business 
objectives, and they often lack a formal process to identify 
business objectives that have been statistically shown to 
have a high likelihood of significantly eroding shareholder 
value. Although there is an urgent need for more research in 
this area, this observation is generally supported by survey 
results that indicate that current linkages between strategic 

planning, compensation systems, and formal risk assessment 
processes are still low globally.19 The linkage between the risks 
periodically reported to the boards and the objectives that 
are most critical to the long-term success of the company is 
at best often opaque, and at worst, missing completely.

The risk-centric approach in use by most organizations 
identifies and evaluates risks in isolation. In reality, most 
important end-result business objectives are impacted by 
10 or more significant risks that often are interrelated (for 
example, objectives to ensure compliance with laws in all 
jurisdictions in which the company operates and to increase 
market share by 10 percent year over year). Such risk-centric 
approaches often do not formally enumerate the full range 
of treatments in place for the identified risks. When attempts 
are made to identify linked risk treatments, the focus is 
often on documenting only what are generally broadly 
known as “internal controls.” Boards are rarely told about 
viable risk treatments used effectively by other companies 
to reduce retained/residual risk levels that management 
has consciously, or unconsciously, elected not to employ.20 
The methods not selected to treat/mitigate key risks are 
often as relevant to decision makers as the methods that 
were chosen. Risk transfer, risk financing, risk sharing, 
risk avoidance, and risk acceptance vehicles, even when 
key to the real corporate risk treatment strategy, often are 
not formally considered or included in the risk information 
presented to boards.

Traditional internal audit approaches do not provide 
information for decisions on entity-wide residual/
retained risk status Traditional “direct report” approaches 
to internal audit (where internal auditors function as the 
primary formal risk/control analysts/reporters to the board) 
call for the chief internal audit executive to use what is 
often loosely referred to as a “risk-based” audit approach. 
In our experience, when performing their risk assessments, 
internal auditors rarely utilize the risk assessment methods 
advocated by global risk standards like ISO 31000. Decisions 
are often made based on some arbitrary risk factors linked 
to topics, business areas, or issues to be included in the 
upcoming audit cycle for conducting point-in-time audits, 
such as time since last audit, number of audit findings in the 
last audit, size of assets, maturity of management, and other 
factors that haven’t been empirically validated as true risk 
predictors. Then, based on budget or management priority, 
a percentage of the audits chosen are completed and results 
are reported to senior management, and in some cases, the 
audit committee. These point-in-time assessments usually 
represent only a small percentage of an organization’s total 
risk universe.
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Figure 1 provides more details on what we often reference 
as the “historical approach” to internal audits. In addition to 
serious coverage limitations and auditor subjectivity about 
what constitutes “effective” control, the level of rigor used to 

assess the areas selected by internal audit varies enormously 
from firm to firm. Boards often are not informed about which 
areas/topics were rigorously assessed, which received only 
cursory attention, and which have never been audited at all.

Figure 1 

Historical audit approach to direct reporting on control “adequacy” or “effectiveness”

AUDIT UNIVERSE

Characteristics of this approach:

1	 Auditors examine and report on the 
adequacy” or “effectiveness” of controls 
related to specified topics or business 
cycles. Audits are often done on a cyclical 
basis and opinions issued at the end of 
each assignment. Alternatively, a “risk-
based” approach developed by an audit 
group may be used in place of, or in 
addition to, a cyclical plan.

2	 Audit cycles generally range from annual 
to infinity (i.e., some topics/areas/ 
locations are never audited).

3	 Auditors usually maintain some type of 
audit universe or audit planning framework 
that provides the logic and/or justification 
for the areas audited. One example of a 
risk formula developed by internal audit 
uses 19 variables. Ratings are assigned 
by internal audit judgmentally based on 
available knowledge and information.

4	 Cyclical audit approaches are generally 
premised on relatively low rates of change 
in the business environment. Although 
high rates of change theoretically require 
increased frequency of audit coverage, 
audit resource constraints often preclude 
reacting to this information.

5	 If high reliability is required by clients on the 
reports provided by the internal auditors, 
the amount of work required is substantial. 
(Note: It is likely that if internal auditors 
had personal legal liability for opinions 
expressed on control effectiveness, as is 

the case for external auditors reporting on 
financial statements, internal audit coverage 
and approach strategy would change in 
virtually all organizations).

6	 Audit departments sometimes maintain or 
increase audit frequency by reducing topics 
covered and/or the depth of coverage. This 
often impacts on reliability levels that can be 
attached to the audit findings and opinions 
expressed. Opinions from internal auditors 
are rarely accompanied by information on 
the reliability of the opinion.

7	 Auditors are often measured primarily on 
whether they complete their audit plan 
on a timely basis and whether customers 
are happy.

8	 Examples of audit topics covered using	
this method include:

• 	 payables
• 	 receivables
• 	product inventory
• 	 cash
• 	derivatives
• 	materials and supplies

• 	 safety
• 	 environment

• 	 systems access controls

Alternatively, these audits may be 
arranged on a cycle or process basis. 
Examples include:

• 	 sales/revenue cycle
• 	disbursements/pay cycle

• 	production cycle
• 	 account consolidation process
• 	 environmental incident management

• 	 claims payment process

9	 Audit usually functions as the primary 
control analyst/reporter in this 
approach. Clients usually assume that, 
where a topic is included within the 
disclosed audit scope and the auditor 
raises no issues, the controls must be 
“adequate” and/or “effective.”

10	 When auditors do report one or more 
control deficiencies or areas for 
improvement, it implies that they have 
concluded that the related risks are, 
or may be, unacceptable and outside 
of the organization’s risk appetite/
tolerance.

11	 Auditors rarely report explicitly to the 
board the business objectives or topics 
not covered, or the major risks deemed 
to be acceptable by management and 
internal audit. Reports typically focus 
only on what they elected to review with 
the resources available.

Examples of variables used in a risk 
formula developed by internal audit:

• 	 quality of internal control
• 	 competence of management

• 	 integrity of management

• 	 size of unit ($)
• 	 recent change in accounting system
• 	complexity of operations

• 	 liquidity of assets
• 	 recent change in key personnel
• 	 economic condition of unit

• 	 rapid growth

• 	 extent of computerized systems

• 	 time since last audit

• 	 pressure on management to meet 
objectives

• 	 extent of government relations

• 	 level of employees’ morale

• 	 audit plans of external auditors
• 	political exposure
• 	need to maintain an appearance of 

independence by internal auditor

• 	 distance from main office
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In most organizations, internal auditors still focus on 
reporting subjective opinions on the effectiveness controls, 
absent any clear indication of the level and types of retained/
residual risks that are acceptable to senior management and 
the board. These historical audit approaches are often a 
combination of testing for compliance with policies, testing 
“key internal controls,” evaluating business processes, and/or 
assessing whether the organization conforms to the criteria 
of a particular control framework, most often the 1992 
legacy Committee of Sponsoring Organizations (COSO) 
control framework. Unfortunately, these audit methods do 
not provide the breadth and depth of information necessary 
for boards to effectively oversee management’s risk appetite 
and tolerance. The 2008 global financial crisis is a case 
in point—based on publicly available information, few, if 
any, internal audit departments of the suspect companies 
alerted their boards to the massive retained risk levels being 
accepted by management.21 Similarly, a large percentage 
of these organizations were deemed by their CEOs, CFOs, 
and external auditors to have effective internal controls in 
accordance with the 1992 COSO internal control framework. 

Lack of agreement on “effective” risk governance Credit 
rating agencies, smarting from a barrage of criticism of their 
track record leading up to the 2008 global financial crisis, 
continue to grapple with how to include risk governance 
elements in their credit rating reviews. In a 2009 progress 
report, Standard & Poor’s reported lack of “clear examples 
of definitions for risk tolerance or risk appetite”22 as a key 
obstacle to adequately assessing credit risk exposures.

There is still little information made available to the capital 
markets that informs stakeholders about how credit rating 
agencies incorporate the effectiveness of a company’s risk 
management practices and processes into their models. 
The reason for the lack of clarity is simple—credit rating 
agencies themselves are still struggling to reach some 
general agreement on what an effective risk management 
framework should look like. Boards are similarly challenged 
with respect to the questions they should be asking in this 
area and the business processes they should be actively 
overseeing to discharge their onerous new fiduciary duties 
relating to risk oversight.

Litigation risk Truly effective risk management provides 
transparency and disclosure about deliberate business 
decisions to accept risk. However, that can be a double-
edged sword for boards. 

In litigious societies, particularly the United States, knowledge 
of a risk acceptance decision by senior management and 
sometimes the board, in the possession of a regulator, 
criminal prosecutor, or plaintiffs’ bar armed with the benefit 
of hindsight, can significantly increase personal and corporate 
legal exposure for board members if the decision to accept 
such risk turns out badly for shareholders, key stakeholders, 
or society generally. This litigation risk must be carefully 
weighed against the possibility that not formally assessing and 
managing risks can be viewed by regulators and the courts as 
negligent, or even a breach of management’s and the board’s 
fiduciary duty of care. 

The good news for boards is that the Delaware Chancery 
Court so far has been reluctant to hold directors personally 
liable for inadequate or failed risk management, as 
evidenced by the court’s decision in the Citigroup Inc. 
shareholder derivative litigation:

The Delaware Chancery Court’s reluctance to impose 
liability on Citigroup’s directors for allegedly failed or 
inadequate risk management practices is consistent with 
the general notion that business decisions should be made 
in the boardroom and not the courtroom. It also reflects 
the complexity of assessing business risk and the delicate 
balance between risk and return. As Chancellor Chandler 
stated, “Business decision-makers must operate in the real 
world, with imperfect information, limited resources, and an 
uncertain future. To impose liability on directors for making 
a ‘wrong’ business decision would cripple their ability to 
earn returns for investors by taking business risks.”23

Boards don’t ask for the information they need Lastly, 
arguably the biggest single handicap that boards of directors 
face today in doing a better job overseeing management’s 
risk appetite and risk tolerance is self-inflicted. Many 
boards, for a variety of reasons, including the rationale 
that “this is how we’ve always done it” or “it would be 
impolite to ask,” have simply not asked senior management 
and other relevant parties for the type, quality, and quantity 
of information necessary to meet increased risk oversight 
and risk governance expectations. Directors must ask 
themselves, “Who has real control of the agenda for board 
meetings? Are we as a board meaningfully influencing 
the type and quantity of retained risk status information 
provided by management, internal auditors, risk functions, 
chief legal counsel, external auditors, and other key players?”
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A Board-Driven Approach, or 
Objective-Centric Risk Governance
In this section, we offer eight recommendations for boards 
that want to meet the new risk oversight expectations.

1	 Transform the risk management and assurance functions 
from “supply driven” to “board/demand driven.” For a 
variety of reasons, boards have not devoted much time or 
consideration to detailing specifically what they want from 
internal and external auditors or from the ERM function, if 
one exists. These assurance providers have, for the most 
part, been “supply driven,” largely making their own decisions 
about what information is supplied to boards of directors and 
senior management to help them discharge their fiduciary 
responsibilities. The emergence of globally codified board risk 
oversight expectations requires that boards demand better 
quality information about risk management and risk oversight 
processes, and formal written opinions on their effectiveness 
from assurance providers.

2	 Clarify accountability. Boards should actively discuss the new 
board risk oversight expectations, decide which expectations 
are most relevant to the organization, and agree on a corporate 
strategy to meet them. To start, directors should agree upon and 
document the core end results expected from each participant 
in the risk governance process. Exhibit 1 (p. 10) provides a 
sample board-driven, objective-centric risk management policy, 
including suggested accountabilities for the board, CEOs, senior 
management, work units, and specialist assurance groups.

3	 Focus on end-result objectives. ISO 31000, the most 
globally accepted risk management standard, defines risk as 
the “effect of uncertainty on objectives.”24 Unfortunately, it’s 
our experience that a large portion of the risk and control work 
done today lacks a visible link between risks and end-result 
objectives, and often fails to focus resources on assessing 
the risks to the objectives that are most important to value 
creation or that have the highest probability of eroding entity 
value. All risk assessment work overseen by the board and 
completed by the senior management, internal audit, external 
audit, safety, environment, quality, compliance, and work 
units should employ an objective-centric risk assessment 
process that actively supports the straightforward ISO 31000 
risk definition.25 Exhibit 2 (p. 12) provides an example of an 
objective-centric risk assessment approach that creates 
a composite snapshot of the current “residual risk status” 
linked to the specific objective or objectives being assessed, 
including information on current performance levels and the 
impact of nonachievement of the objective in whole or part. 
This approach, unlike traditional risk-centric ERM methods that 
assess the range of likelihood and impact of a single risk and 

	 risks in isolation, is designed to assist management and boards 
in determining whether the current retained risk position linked 
to key value creation and potentially value eroding objectives 
is within collective corporate risk appetite and tolerance. 
It explicitly links risks, risk treatments, and performance 
information, and encourages identification and disclosure of 
viable risk treatments not selected by the management.

The decision on the acceptability of the current retained/
residual risk status can be followed by steps to assess whether 
the current risk treatment strategy is “optimized,” meaning 
that the current risk treatment design is the lowest cost risk 
treatment strategy capable of producing an acceptable level of 
retained risk. Our observation is that few boards receive much, 
if any, information from internal audit or ERM support functions 
on whether risk treatments are optimized.

4	 Change internal audit’s mandate and reporting. In many 
organizations, internal audit’s primary mandate is to plan, 
complete, and report the results of spot-in-time audits to 
work units, senior management, and the board. In many cases 
internal auditors form subjective opinions on whether they 
believe “controls” are effective without truly knowing the risk 
appetite and tolerance of senior management and the board. 
Management is often under significant pressure to remediate 
any identified unmitigated risks, regardless of whether there 
are other areas that represent far greater opportunities 
or threats to the long-term success of the entity. A strong 
argument can be made that traditional direct report internal 
audit (where internal audit functions as the primary risk/
control analyst and reporter) often results in suboptimal and 
distorted misallocation of corporate resources, which can be 
amplified by well-meaning boards that believe it is part of their 
job to ensure that internal audit findings and recommendations 
are addressed by management.26

A more useful mandate is for the internal audit function to 
assess and report on the effectiveness of an organization’s risk 
management processes (or “Risk Appetite Framework”27) and 
the reliability of the consolidated reports on the organization’s 
overall risk profile and state of residual/retained risk provided 
by the CEO or other member of the senior management team to 
the board. Reporting on the effectiveness of risk management 
processes is being cautiously championed by the Institute 
of Internal Auditors (IIA) globally through its International 
Professional Practice Framework (IPPF) Standard #2120, 
and through the creation of a new professional certification, 
Certification in Risk Management Assurance (CRMA).28
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5	 Change the mandate of ERM functions. Regulators have 
demanded the implementation of formal ERM frameworks 
in many organizations, particularly financial services firms. 
As previously discussed, calls for demonstrable board risk 
oversight are expected to increase significantly in the years 
ahead. Unfortunately many ERM projects degenerate into 
an annual compliance exercise of updating risk registers 
to present the top 10 (or 50) risks to the board, rather than 
providing meaningful and actionable retained risk status 
information for boards.

ERM functions should be tasked with assisting with the 
implementation and maintenance of risk appetite frameworks 
capable of meeting the type of risk oversight expectations 
espoused by the NACD, the FSB, and the FRC.

6	 Demand information on risks posed by reward systems. 
Compensation/reward systems, which were identified by the 
SSG as one of the areas of weakness that required further work 
by financial firms, not only played a key role in the global crisis 
but also significantly influenced the other root causes. The 
SEC, as part of new proxy disclosure risk oversight reporting 
requirements adopted in 2009, requires US public companies 
to disclose the steps their boards have taken to identify 
misaligned, high-risk reward systems.

Boards should explicitly demand information on a regular 
basis from assurance providers and senior management 
teams about the potential risks to the company posed by 
misaligned reward systems.

7	 Recognize the need for training. A large percentage of boards 
are composed of senior business executives with decades of 
experience confronting and managing all kinds of risks on a 
daily basis. Not surprisingly, most board efforts to oversee 
management’s risk appetite and tolerance have been similarly 
intuitive and lacking in formality and transparency. However, a 
“gut feel” approach to risk management is untenable if the goal 
is to meet escalating board risk governance expectations.

Boards should ensure a formal assessment process is in place 
to identify risk governance skill and knowledge gaps for all key 
players in the company, including the board, and a clear-cut plan 
to close any gaps. Boards can lead by example by requesting 
an entity-level risk management and governance skill and 
knowledge gap assessment and a training plan to remediate 
any deficiencies. This will send a strong signal to other key risk 
governance players, including senior management and work 
units, that the status quo is no longer sufficient.

8	 Recognize and accept that better-documented risk 
management is a “two-edged sword.” As boards and 
companies implement more transparent and demonstrable risk 
management systems, somewhat ironically, they will almost 
certainly elevate their levels of litigation and regulatory risk. 
Better and more formal risk management processes have the 
potential to “burden” boards with documented knowledge of 
risk acceptance and risk tolerance decisions that have the 
potential to implode. This risk must be fully understood and 
risk strategies must be put in place to address it.

Conclusion
Expectations for board oversight of risk are rapidly evolving, 
and most boards will face significant challenges in meeting 
those new expectations. Many current approaches to 
risk oversight often fail to link risks to strategic business 
objectives. We recommend that boards take action to 
implement a board-driven approach that links retained risk 
information to strategic and foundation business objectives 
and increase the certainty of achieving them.
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Exhibit 1

Sample Board–Driven, Objective-Centric 
Corporate Risk Management Policy

Purpose:
The purpose of this policy is to create, enhance and protect 
shareholder value by designing, implementing and main-
taining an effective, structured, and enterprise-wide risk 
management approach. We believe that adopting this 
policy will result in both immediate and long-term benefits 
to internal and external stakeholders, such as:

• 	 Increasing the likelihood of achieving the company’s	
business objectives

• 	 Enhancing XYZ’s competitive advantage

• 	 Dealing more effectively with market instability

• 	 Enabling XYZ to better meet customer expectations 	
and contractual requirements

• 	 Establishing a board-level mandate to implement	
an enterprise-wide approach to risk management to	
meet emerging risk management and risk oversight 
expectations from regulators and standard setters

• 	 Enhancing shareholder and customer confidence

• 	 Responding to institutional shareholder demands for	
effective risk management frameworks in the companies	
in which they invest

• 	 Meeting credit rating agency expectations related	
to risk management

Scope
This policy applies to employees, officers and directors of 
XYZ Corp. and its subsidiaries. References in this policy to 
the Corporation mean XYZ Corp. and its subsidiaries. 

Policy
1.1 Risk Management Principles

Risk management is a systematic, structured, transparent, 
inclusive, and timely way to manage uncertainty and create and 
protect shareholder value. It should be adaptive to XYZ’s business 
needs and a dynamic process. It should evaluate risk/reward 
trade-offs within the corporation’s risk appetite and tolerance. 

It is intended to be an integral part of all organizational 
processes, including strategic planning and decision 
making, and is based on best available, “fit for purpose” 
risk information. It is dynamic, iterative, and facilitates 
continuous improvement of the organization.

2.1 Corporate Risk Assessment Methodology

The risk assessment methodology the corporation has selected 
focuses on end-result business objectives that the company must 
achieve to be successful and drive sustained shareholder value. 
The key goal is identification and consensus agreement on the 
acceptability of the company’s retained risk position (retained 
risk position is a composite snapshot that helps decision makers 
and the board better understand the level of uncertainty that 
exists that business objectives will not be achieved).The risk 
management methods and tools used by the corporation are 
expected to evolve and mature over time with an overriding 
goal that the amount of formal risk assessment applied (as 
opposed to informal risk management which happens every day 
in every part of the corporation) will be determined by carefully 
considering the costs and benefits of the additional information. 

3.1 Risk Management Roles and Responsibilities

The Board of Directors is responsible for:

a.	 approving and authorizing this policy

b.	 assessing whether the risk appetite and tolerance implicit 	
in the corporation’s business model, strategy, and execution 
is appropriate 

c.	 assessing whether the expected risks in the corporation’s 
strategic plan are commensurate with the expected rewards

d.	 evaluating whether management has implemented an effective 
and fit-for-purpose process to manage, monitor, and mitigate 
risk that is appropriate given the corporation’s size, growth 
aspirations, business model, and strategy

e.	 assessing whether the corporation’s risk management 
processes are capable of providing reliable information to 
the board on the major risks facing the corporation, including 
significant risks to the corporation’s reputation and key value 
creation and potentially value eroding objectives

The CEO is responsible for:

a.	 appointing the members of the corporation’s risk oversight 
committee

b.	 assessing whether the corporation’s current and expected 
risk status is appropriate given the corporation’s and board 
of directors’ risk appetite and tolerance

c.	 ensuring reliable processes are in place to provide the 
board of directors with an annual report on the effective-
ness of the corporation’s risk management procedures, and 
periodic reports on the corporation’s consolidated residual 
risk status, including remediation actions underway to 
adjust the corporation’s retained risk position
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The Risk Oversight Committee is responsible for:

a.	 determining where and when formal documented risk 
assessments should be completed, recognizing that 
additional risk management rigor and formality should be 
cost/benefit justified

b.	 ensuring that business units are identifying and reliably 
reporting the material risks to the key objectives identified 
in their annual strategic plans and core foundation 
objectives necessary for sustained success, including 
compliance with applicable laws and regulations

c.	 reviewing and assessing whether material risks being 
accepted across XYZ are consistent with the corporation’s 
risk appetite and tolerance

d.	 developing, implementing, and monitoring overall 
compliance with this policy

e.	 overseeing development, administration and periodic 
review of this policy for approval by the board of directors

f.	 reviewing and approving the annual external disclosures 
related to risk oversight processes required by securities 
regulators

g.	 reporting periodically to the CEO and the board on the 
corporation’s consolidated residual risk position

h.	 ensuring that an appropriate culture of risk-awareness 
exists throughout the organization

Business unit leaders are responsible for: 

a.	 managing risks to their unit’s business objectives within the 
corporation’s risk appetite/tolerance

b.	 identifying in their business unit’s annual strategic plan the 
most significant internal and external risks that have the 
potential to impact on the business unit’s key objectives, 
as well as the risk treatment vehicles and plans to address 
those risks

c.	 reporting to the risk management support services unit 
the current composite residual risk rating (“CRRR”) on key 
objectives identified in the business unit’s strategic plan 
and other objectives that may have been assigned to them 
by the risk oversight committee and/or the CEO

d.	 completing documented risk assessments when they 
believe the benefits of formal risk assessment exceed the 
costs, or when requested to by the CEO or risk oversight 
committee

Risk management and assurance support services unit is 
responsible for: 

a.	 providing risk assessment training, facilitation, and assess-
ment services to senior management and business units 
upon request

b.	 annually preparing a consolidated report on XYZ’s most 
significant residual risks and related residual risk status, 
and a report on the current effectiveness and maturity of 
the Corporation’s risk management processes for review by 
the risk oversight committee, senior management, and the 
corporation’s board of directors

c.	 completing risk assessments of specific objectives 
that have not been formally assessed and reported on 
by business units when asked to by the risk oversight 
committee, senior management, or the board of directors; 
or if the risk management support services team leader 
believes that a formal risk assessment is warranted to 
provide a materially reliable risk status report to senior 
management and the board of directors

d.	 conducting independent quality assurance reviews on risk 
assessments completed by business units and providing 
feedback to enhance the quality and reliability of those 
assessments

e.	 participating in the drafting and review of the corporation’s 
annual disclosures in the Annual Reports  and Proxy Statement 
related to risk management and oversight

Sample Board–Driven, Objective-Centric Corporate Risk Management Policy (continued)
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Exhibit 2

Objective-centric risk assessment approach

Source: Risk Oversight, Inc., 2012.

Statement of an END RESULT OBJECTIVE, e.g., customer service,
product quality, cost control, revenue maximization, regulatory
compliance, fraud prevention, safety, reliable business information,
and others.

EXTERNAL AND INTERNAL ENVIRONMENT the organization seeks
to achieve its objectives.

THREATS TO ACHIEVEMENT/RISKS are real or possible situations
that create uncertainty regarding achievement of the objective.

RISK TREATMENTS manage uncertainty that the objective will be
achieved by mitigating, transferring, financing, or sharing risks.

RESIDUAL RISK STATUS is a composite snapshot that helps decision
makers assess the acceptability of the retained risk position.

Status data include performance data, potential impact[s] of not achieving
the objective, impediments, and any concerns regarding risk treatments
in place. [NOTE: “control deficiencies” are called concerns.]

Is the residual risk status acceptable to the work unit? Management?
The board? Other key stakeholders? [i.e., managed with risk appetite/
tolerance]

Is this the lowest cost combination of risk treatments given our
risk appetite/tolerance?

YES — MOVE ON

NO

YES

NO
Re-examine

risk treatment
strategy and/

or objective and
develop action plan

RISK TREATMENT
OPTIMIZED?

ACCEPTABLE?

RESIDUAL
RISK STATUS

THREATS TO ACHIEVEMENT/RISKS

RISK TREATMENT STRATEGY
Risk mitigators/controls, risk

transfer, share, finance
(selected consciously or unconsciously)

INTERNAL/EXTERNAL CONTEXT

END RESULT OBJECTIVE
(Implicit or explicit)
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